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The methods and tools of war have evolved greatly throughout history, and this has been
accompanied by a similar development of the international legal rules established by states to
prevent the outbreak of wars and conflicts. The tremendous scientific and technological
progress that has been achieved has enabled the development of military and military
capabilities in a way that has allowed the development of new methods and spaces that
The use of cyber operations during armed conflict has become a feature of many
contemporary conflicts, which calls for the necessity of adapting the rules of international
law to suit contemporary international circumstances, and to be able to include new concepts
Keywords: cyber warfare. Controlling military operations. Mechanisms to enhance countries'
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constitute the military use of space. Cyber is a model.

capabilities to prevent and deter cyber threats.

and advanced means of warfare.
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Michael N. Schmitt <Computer network attack and the use of force in intermational law:Thoughts on

a normative framework. Columbia journal of transnational law. 1998- 1999 available at:

https://apps.dtic.mil/sti/pdfs/ADA471993.pdf
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James Andrew Lewis Cyber War and Ukraine available at https://www.csis.org/analysis/cyber- war-and-ukraine..
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1- https://www.asjp.cerist.dz/en/downArticle/32/54/5/83205
4- https://www.icrc.org/ar/doc/resources/documents/misc/5x6lsp.htm

2- https://doi.org/10.12816/0054788
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2- Michael N. Schmitt. Computer network attack and the use offorce in international law:

Thoughts on a normative framework. Columbia
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1- James Andrew Lewis Cyber War and Ukraine' available at

6- https://jlaw.journals.ekb.eqg/article 45192.html
https://www.csis.org/analysis/cyber-war-and-ukraine
journal of transnational law. 1998- 1999 available at:
https://apps.dtic.mil/sti/pdfs/ADA471993.pdf
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